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Introduction

In 2009, the NATO Cooperative Cyber Defence Centre of Excellence
(NATO CCD COE), an international military organization based in
Tallinn, Estonia, and accredited in 2008 by NATO as a ‘Centre of
Excellence’, invited an independent ‘International Group of Experts’ to
produce a manual on the law governing cyber warfare.” In doing so, it
followed in the footsteps of earlier efforts, such as those resulting in the
International Institute of Humanitarian Law’s San Remo Manual on
International Law Applicable to Armed Conflicts at Sea® and the Harvard
Program on Humanitarian Policy and Conflict Research’s Manual on
International Law Applicable to Air and Missile Warfare> The project
brought together distinguished international law practitioners and
scholars in an effort to examine how extant legal norms applied to this
‘new’ form of warfare, Like its predecessors, the Manual on the Inter-
national Law Applicable to Cyber Warfare, or ‘Tallinn Manual, results
from an expert-driven process designed to produce a non-binding docu-
ment applying existing law to cyber warfare.

Cyber operations began to draw the attention of the international legal
community in the late 1990s, Most significantly, in 1999 the United
States Naval War College convened the first major legal conference on
the subject,’ In the aftermath of the attacks of 11 September 2001,
transnational terrorism and the ensuing armed conflicts diverted atten-
tion from the topic until the massive cyber operations by ‘hacktivists’

! The NATO CCD COE is neither part of NATO's command or force structure, nor funded
by NATO. However, it is part of a wider framework supporting NATO Command
Arrangements. Located in Tallinn, its prescnt Sponsoring Nations arc Estonia, Gerimany,
Hungary, Italy, Latvia, Lithnania, the Netherlands, Poland, Slovakia, Spain, and the United
States.

2 SN REMO MANUAL.  ° AMW Manuar.

4 The proceedings were published as CoMPUTER NETWORK ATTACK AND INTERNATIONAL
Law, 76 NavAL WaR COLLEGE INTERNATIONAL Law Stuoies (Michael N. Schmitt and
Brian T. O'Donnell eds., 2002).



2 INTRODUCTION

against Estonia in 2007 and against Georgia during its war with the
Russian Federation in 2008, as well as cyber incidents like the targeting
of the Iranian nuclear facilities with the Stuxnet worm in 2010.

These and other events have focused the attention of States on the
subject. For instance, in its 2010 National Security Strategy the United
Kingdom characterized ‘cyber attack, including by other States, and by
organised crime and terrorists’ as one of four “Tier One’ threats to British
national security, the others being international terrorism, inter |
military crises between States, and a major accident or natural hazard.®
The United States’ 2010 National Security Strategy likewise cited cyber
threats as ‘one of the most serious national security, public safety, and
economic challenges we face as a nation® and in 2011 the US Depart-
ment of Defense issued its Strategy for Operating in Cyberspace, which
designates cyberspace as an operational domain.” 1n response to the
threat, the United States has now established US Cyber Command te
conduct cyber operations.

During the same period, Canada launched Canada’s Cyber Security
Strategy,” the United Kingdom issued The UK Cyber Security Strategy:
Protecting and Promoting the UK in a Digitized World,® and Russia
published its cyber concept for the armed forces in Conceptual Views
Regarding the Activities of the Armed Forces of the Russian Federation
in Information Space.'® NATO acknowledged the new threat in
its 2010 Strategic Concept, wherein it committed itself to ‘develop
further our ability to prevent, detect, defend against and recover from
cyber attacks, including by using the NATO planning process to
enhance and coordinate national cyber-defence capabilities, bringing
all NATO bodies under centralized cyber protection, and better inte-
grating NATO cyber awareness, warning and response with member
nations’.!!

> HM Government, A Strong Britain in an Age of Uncertainty: The National Security
Strategy 11 (2010).

The Whitc House, National Secunsty Strategy 27 (2010).

Department of Defense, Strategy for Operating in Cyberspace (2011).

Government of Canada, Canada’s Cyber Security Strategy (October 2010).

HM Government, The UK Cyber Security Strategy: Protecting and Promoting the UK in
Dagitized World (2011).

Russian Federation, Conceptual Views Regarding the Activities of the Armed Forces of the
Russian Federation in Information Space (2011).

NATO, Active Defence, Modern Engagement: Strategic Concept for the Defence and
Security of the Members of the North Atlantic Treaty Organization: Active Engagement,
Modern Defence 16-17 (2010).
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One of the challenges States face in the cyber environment is that the
scope and manner of international law’s applicability to cyber operations,
whether in offence or defence, has remained unsettled since their advent.
After all, at the time the current international legal norms (whether
customary or treaty-based) emerged, cyber technology was not on the
horizon. Consequently, there is a risk that cyber practice may quickly

i ¢ agreed understandings as to its governing legal regime.

The threshold questions are whether the existing law applies to cyber
issues at all, and, if so, how. Views on the subject range from a full
application of the law of armed conflict, along the lines of the Inter-
national Court of Justice’s pronouncement that it applies to ‘any use of
force, regardless of the weap ployed’,? to strict application of the
Permanent Court of International Justice’s pronouncement that acts not
forbidden in international law are generally permitted.'* Of course, the
fact that States lack definitive guidance on the subject does not relieve
them of their obligation to comply with applicable international law in
their cyber operations.™*

The community of nations is understandably concerned about this
normative ambiguity. In 2011, the United States set forth its position on
the matter in the International Strategy for Cyberspace: “The development
of norms for State conduct in cyberspace does not require a reinvention
of customary international law, nor does it render existing international
norms obsolete. Long-standing international norms guiding State
behavior ~ in times of peace and conflict ~ also apply in cyberspace.*®
Nevertheless, the document acknowledged that the ‘unique attributes of
networked technology require additional work to clarify how these
norms apply and what additional understandings might be necessary to
supplement them’.'®

This project was launched in the hope of bringing some degree of
clarity to the complex legal issues surrounding cyber operations, with

Nuclear Weapons Advisory Opinion, para. 39.

The Permaneni Court of Inlernational Justice famously asserted that “The rules of law
binding upon States ... emanate from their own free will as expressed in conventions or
by usages generally accepted as i inciples of law and established in order to
regulate the relations between these co-existing independent communities or with a view
to the achievement of common aims.” Lotus case at 18.

For the view that the law of armed conflict applics to cyber warfare, sec International
Compmittee of the Red Cross, International Humanitarian Law and Challenges of Con-
temporary Armed Conflicts, ICRC Doc. 311C/11/5.1.2 36-7 (October 2611).

'S White House Cyber Strategyat 9. '® White House Cyber Strategy at 9.
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particular attention paid to those involving the jus ad bellum and the jus
in bello. The result is this ‘Tallinn Manual'.

Scope

The Tallinn Manual examines the international law governing ‘cyber
warfare’.'” As a general matter, it encompasses both the jus ad bellum,
the international law governing the resort to force by States as an
instrument of their national policy, and the jus in bello, the inter-
national law regulating the conduct of armed conflict (also labelled
the law of war, the law of armed conflict, or international humanitarian
law). Related bodies of international law, such as the law of State
responsibility and the law of the sea, are dealt with in the context of
these topics.

Cyber activities that occur below the level of a ‘use of force’ (as this
term is understood in the jus ad bellum), like cyber criminality, have not
been addressed in any detail. Nor have any prohibitions on specific cyber
actions, except with regard to an ‘armed conflict’ to which the jus in bello
applies. For instance, the Manual is without prejudice to other applicable
fields of international law, such as international human rights or tele-
communications law. The legality of cyber intelligence activities is exam-
ined only as they relate to the jus ad bellum notions of ‘use of force’ and
‘armed attack’, or as relevant in the context of an armed conflict
governed by the jus in bello. Although individual States and those subject
to their jurisdiction must comply with applicable national law, domestic
legislation and regulations have likewise not been considered. Finally, the
Manual does not delve into the issue of individual criminal liability under
either domestic or international law.

In short, this is not a manual on ‘cyber security’ as that term is
understood in common usage. Cyber espionage, theft of intellectual
property, and a wide variety of criminal activities in cyberspace pose real
and serious threats to all States, as well as to corporations and private
individuals. An adequate response to them requires national and inter-
national measures. However, the Manual does not address such matters
because application of the international law on uses of force and armed
conflict plays little or no role in doing so. Such law is no more applicable
to these threats in the cyber domain than it is in the physical world.

17 The term ‘cyber warfare’ is used here in a purely descripave, non-normative sense.
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The Tallinn Manual's emphasis is on cyber-to-cyber operations,
sensu stricto. Examples include the launch of a cyber operation against
a State’s critical infrastructure, or a cyber attack targeting enemy com-
mand and control systems. The Manual is not intended for use in
considering the legal issues surrounding kinetic-to-cyber operations,
such as an aerial attack employing bombs against a cyber control centre.
1t likewise does not address traditional electronic warfare attacks, like
jamming. These operations are already well understood under the law of
armed conflict.

Finally, the Manual addresses both international and non-
international armed conflict. The Commentary indicates when a
particular Rule is applicable in both categories of conflict, limited to
international armed conflict, or of uncertain application in non-
international armed conflict. It should be noted in this regard that the
international law applicable to international armed conflict served as the
starting point for the legal analysis. An assessment was subsequently
made as to whether the particular Rule applies in non-international
armed conflict.

The Rules

There are no treaty provisions that directly deal with ‘cyber warfare’,
Similarly, because State cyber practice and publicly available expressions
of opinio juris are sparse, it is sometimes difficult to definitively conclude
that any cyber-specific customary international law norm exists. This
being so, any claim that every assertion in the Mannal represents an
incontrovertible restatement of international law would be an
exaggeration,

This uncertainty does not mean cyber operations exist in a normative
void. The International Group of Experts was unanimous in its estima-
tion that both the jus ad bellum and jus in bello apply to cyber operations.
Its task was to determine how such law applied, and to identify any
cyber-unique aspects thereof. The Rules set forth in the Tallinn Manual
accordingly reflect consensus among the Experts as to the applicable lex
lata, that is, the law currently governing cyber conflict. It does not set
forth lex ferenda, best practice, or preferred policy.

When treaty law directly on point or sufficient State practice and
opinio juris from which to discern precise customary international law
norms was lacking, the International Group of Experts crafted the Rules
broadly. In these cases, the Experts agreed that the relevant principle of
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law extended into the cyber realm, but were hesitant to draw conclusions
as to its exact scope and application in that context. Where different
positions as to scope and application existed, they are reflected in the
accompanying Commentary.

To the extent the Rules accurately articulate customary international
law, they are binding on all States, subject to the possible existence of an
exception for persistent objectors. At times, the text of a Rule closely
resembles that of an existing treaty norm. For instance, Rule 38 regarding
military objectives is nearly identical to the text of Article 52(2) of
Additional Protocol I. In such cases, the International Group of Experts
concluded that the treaty text represented a reliable and accurate restate-
ment of customary international law. Users of this Manual are cautioned
that States may be subject to additional norms set forth in treaties to
which they are Party.

The Rules were adopted employing the principle of consensus within
the International Group of Experts. All participating experts agreed that,
as formulated, the Rules replicate customary international law, unless
expressly noted otherwise. It must be acknowledged that at times
members of the Group argued for a more restrictive or permissive
standard than that eventually agreed upon. The Rule that emerged from
these deliberations contains text regarding which it was possible to
achieve consensus.

Although the observers (see below) participated in all discussions, the
unanimity that was required for adoption of a Rule was limited to the
International Group of Experts. Therefore, no conclusions can be drawn
as to the position of any entity represented by an Observer with regard to
the Rules.

The Commentary

The Commentary accompanying each Rule is intended to identify its
legal basis, explain its normative content, address practical implications
in the cyber context, and set forth differing positions as to scope or
interpretation. Of particular note, the International Group of Experts
assiduously sought to capture all reasonable positions for inclusion in the
Tallinn Manual's Commentary. As neither treaty application nor State
practice is well developed in this field, the Group considered it of the
utmost importance to articulate all competing views fully and fairly for
consideration by users of the Manual.
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Since the Commentary includes a variety of perspectives, users should
not conclude that individual members of the International Group of
Experts supported any particular position set forth therein. All that
should be concluded is that every reasonable position that arose during
Group proceedings — as well as those offered by observers, States, and
outside experts — is included in the Commentary. For instance, although
all members of the International Group of Experts agreed that launching
cyber attacks against civilians or civilian objects is unlawful (Rules 32 and
37), views differed as to which operations qualify as ‘attacks’, as that term
is used in the law of armed conflict.

Terminology posed a particular obstacle to the drafting of the Tallinn
Manual. Many words and phrases have common usage, but also have
specific military or legal meanings. For instance, the word ‘attack’ is
commonly used to refer to a cyber operation against a particular object
or entity, and in the military sense it usually indicates a military oper-
ation targeting a particular person or object. However, attack in the jus
ad bellum sense, qualified by the word ‘armed’, refers to a cyber operation
that justifies a response in self-defence (Rule 13}, whereas the term as
used in the jus in bello indicates a particular type of military operation
that involves the use of violence, whether in offence or defence (Rule 30).
Similarly, a ‘military objective’ in common military usage refers to the
goal of a military operation. Yet, as employed in the jus in bello the term
refers to objects that may be made the lawful object of “attack’, subject to
other rules of the law of armed conflict (Rule 38). Users of this Manual
are cautioned it employs most terminology in its international law sense,
subject to particular meanings set forth in the Glossary.

Significance of sources, citations, and evidence
in support of the Rules

Numerous sources were drawn on to develop the Rules and Commen-
tary. Of course, treaty law is cited throughout for the propositions set
forth. Customary law posed a greater challenge. In this regard, three
sources were of particular importance. The Manual draws heavily on the
ICRC Customary [HL Study, as it is a valuable repository of evidence and
analysis regarding customary law in both intcrnational and non-
international armed conflict. The AMW Manual also proved especially
valuable because it addresses customary law in both international and
non-international law. Finally, the International Group of Experts
frequently considered the NIAC Manual when assessing whether a
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particular Rule applies during non-international armed conflict. With the
exception of treaty law, all of the aforementioned sources were persua-
sive, but not dispositive, evidence of a norm’s status as customary
international law. Ultimately, the professional knowledge, experience,
and expertise of the Experts form the basis for the Tallinn Manual's
conclusions as to the customary status of a Rule or its extension into non-
international armed conflict.

The International Group of Experts regularly referenced the military
manuals of four States - Canada, Germany, the Umted ngdom, and the
United States. The international legal Yy g lly considers
these four manuals to be especially useful during legal research and
analysis with respect to conflict issues, although their use should not be
interpreted as a comment on the quality of any other such manuals.
Moreover, the International Group of Experts included members who
participated in the drafting of each of the four manuals. These members
were able to provide invaluable insight into the genesis, basis, and
meaning of specific provisions. Finally, unlike many other military
manuals, these four are all publicly available.

Among the manuals, the US Commander’s Handbook served an add-
itional purpose. Unlike Canada, Germany, and the United Kingdom, the
United States is not a Party to either of the 1977 Additional Protocols to
the 1949 Geneva Conventions, two key sources relied on during the
project. The International Group of Experts took the position that the
appearance of an Additional Protocol norm in the Handbook was an
indication (but not more) of its customary nature. Of course, in doing so
they were very sensitive to the fact that the Handbook is a military manual,
not a legal treatise, and as such also reflects operational and policy consid-
erations. At the same time, the Experts equally acknowledged that the fact
that a State is party to the Additional Protocols does not mean that a
provision of its own military manual is reflective only of treaty law.

The International Group of Experts accepted the position held by the
International Court of Justice that the 1907 Hague Regulations reflect
customary international law'® and that most of the provisions of the 1949
Geneva Conventions have achieved the same status (a point of lesser
significance in light of their universal ratification).'” These instruments

'8 Wall Advisory Opinion, para. 89; Nuclear Weapons Advisory Opinion, para. 75. See afso
Nuremburg Tribunal judgment at 445,

1% Nuclear Weapons Advisory Opinion, paras. 79, 82. See also Report of the Secrctary-
General Pursuant to Paragraph 2 of Security Council Resolution 808, UN SCOR, para. 35,
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were accordingly particularly significant to the Experts in their deliber-
ations regarding the customary status of a Rule.

Lastly, secondary sources, such as law review articles and books, are
seldom cited. The International Group of Experts agreed that such
citations are generally inappropriate in a manual. They accordingly
appear only when particularly relevant on a certain point. Nevertheless,
the Experts relied regulady on academic scholarship during their
research.

Note that many sources are cited as support for the legal principles set
forth in the Tallinn Manual (or their interpretation or application). This
does not necessatily mean that the International Group of Experts viewed
them as legal sources of the Rule or Commentary in question. For
instance, the AMW Manual is often cited in order to draw attention to
the acceptance of a particular principle in the context of air and missile
warfare by the Experts involved in that project. However, the AMW
Manual itself does not represent the legal source of any Rules or Com-
mentary contained in the Tallinn Manual, Similarly, military manuals
are not cited as a source of any particular Rule or Commentary, but
rather for the purpose of alerting the reader to a State’s acceptance of the
general legal principle involved.

The International Group of Experts

Members of the International Group of Experts were carefully selected to
include legal practitioners, academics, and technical experts. In particu-
lar, the Group’s legal practitioners addressed, or had addressed, cyber
issues in their professional positions, whereas the academics selected
were recognized world-class experts on the jus ad bellum and jus in bello.
This mix is crucial to the credibility of the final product. So too is the
inclusion of technical experts who provided input to the discussions and
the text to ensure the Manual was practically grounded and addressed
key issues raised by actual or possible cyber operations.

Three organizations were invited to provide observers to the process.
The observers participated fully in the discussions and drafting of the
Manual, but their consent was not necessary to achieve the unanimity
required for adoption of a Rule. NATO’s Allied Command Transform-
ation provided an observer to provide the perspective of a multinational

UN DOC. $/25704 (1993). The Security Council unanimously approved the statute to
which the report referred, S.C. Res. 827, UN Doc. $/RES/827 (25 May 1993).
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user of the Manual. The US Cyber Command’s representative offered the
perspective of a relevant operationally mature entity. Finally, the Inter-
national Committee of the Red Cross was invited to observe and partici-
pate in the proceedings in view of the organization’s special role vis-a-vis
the law of armed conflict. Despite the invaluable active participation of
the observers in the process, this Manual is not intended to reflect the
legal positions or doctrine of any of these three organizations.

Drafting process

In September 2009, a small group met in Tallinn to consider the possible
launch of a project to identify the relevant legal norms governing cyber
warfare. The group quickly concluded such an effort was worthwhile and,
therefore, went on to scope the project and draft a notional table of
contents for a manual on the subject.

Based on that work, a larger International Group of Experts was
invited to begin the drafting process. Initially, all members of the Group
were tasked with researching and preparing proposed Rules on particular
topics and an outline of the Commentary that might accompany them.
‘The resulting inputs were combined into a first draft of the Manual.

The text of this draft was then split among three teams of Experts led
by Group Facilitators, These teams were charged with refining the first

draft. At subseq ings of the International Group of Experts, they
presented their revised proposed Rules and accompanying Commentary.
The ings were designed to reach ¢ on the precise text of the

Rules and agreement that the Commentary reflected all reasonable views
as to their meaning, scope, and application. At times, the resulting text
was sent back into the teams for further consideration. In all, eight
plenary meetings of three days each were held in Tallinn between 2010
and 2012.

Upon completion of the plenary sessions, an Editorial Committee
drawn from among the International Group of Experts worked on the
Manual to ensure the accuracy, thoroughness, and clarity of the Com-
mentary. This team met twelve times in Tallinn or Berlin. The resulting
draft was then divided among peer reviewers with deep expertise in the
various subjects addressed by the Manual for comment. The Editorial
Committee considered these comments and revised the Manual as
appropriate. In July 2012, the International Group of Experts convened
for a final time in Tallinn to consider the final draft, make any final
changes, and approve both the Rules and the Commentary.
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Creighton University Law School, Emory University Law School, and
Chatham House generously supported the project by funding and super-
vising advanced law students to perform research and editorial tasks. The
London School of Economics’ International Humanitarian Law Project
and Chatham House’s International Security Department both graciously
provided facilities for sessions dedicated to final editing of the Manual.

Authority of the Manual

It is essential to understand that the Tallinn Manual is not an official
document, but is only the product of a group of independent experts
acting solely in their personal capacity. The Manual does not represent
the views of the NATO CCD COE, its sponsoring nations, or NATO. In
particular, it is not meant to reflect NATO doctrine. Nor does it reflect
the position of any organization or State represented by observers.
Finally, participation in the International Group of Experts by individ-
uals with official positions in their own countries must not be interpreted
as indicating that the Manual represents the viewpoints of those coun-
tries. Ultimately, the Tallinn Manual must be understood as an expres-
sion solely of the opinions of the International Group of Experts, all
acting in their private capacity.

Professor Michael N. Schmitt
Project Director






PART I

International cyber security law

1. The term ‘international cyber security law’ is not a legal term of art.
Rather, the object and purpose of its use here is to capture those aspects
of public international law that relate to the hostile use of cyberspace, but
are not formally an aspect of the jus in bello. Hence, the term is only
descriptive. ln this manual, it primarily refers to the jus ad bellum.
However, it also incorporates such legal concepts as sovereignty, juris-
diction, and State responsibility insofar as they relate to operation of the
jus ad bellum and jus in bello.

2. In this regard, the International Group of Experts rejected any
assertions that international law is silent on cyberspace in the sense that
it is a new domain subject to international legal regulation only on the
basis of new treaty law. On the contrary, the Experts unanimously
concluded that general principles of international law applied to
cyberspace.






States and cyberspace

1. ‘The purpose of this chapter is to set forth rules of a general inter-
national legal nature detailing the relationship between States, cyber
infrastructure, and cyber operations. Section 1 addresses issues relating
to State sovereignty, jurisdiction, and control over cyber infrastructure.
Section 2 deals with the application of classic public international law
rules of State responsibility to cyber operations.

2. Terminology is essential to an accurate understanding of this
chapter. ‘Cyber infrastructure’ refers to the communications, storage, and
computing resources upon which information systemns operate (Glossary).
To the extent States can exercise control over cyber infrastructure, they
shoulder certain rights and obligations as a matter of intemational law.
The termn ‘cyber operations’ refers to the employment of cyber capabilities
with the primary purpose of achieving objectives in or by the use of
cyberspace (Glossary). Under international law, States nay be responsible
for cyber operations that their organs conduct or that are otherwise
attributable to them by virtue of the law of State responsibility. The actions
of non-State actors inay also sometimes be attributed to States.

3. Except when explicitly noted otherwise, the Rules and Commen-
tary of this chapter apply both in times of peace and in times of armed
conflict (whether international or non-international in nature). During
an international armed conflict, the law of neutrality also governs the
rights and obligations of States with regard te cyber infrastructure and
operations (Chapter 7).

SECTION 1: SOVEREIGNTY, JURISDICTION,
AND CONTROL

Rule 1 - Sovereignty

A State may exercise control over cyber infrastructure and activities
within its sovereign territory.

15
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1. This Rule emphasizes the fact that although no State may claim
sovereignty over cyberspace per se, States may exercise sovereign pre-
rogatives over any cyber infrastructure located on their territory, as well
as activities associated with that cyber infrastructure.

2. The accepted definition of ‘sovercignty” was set forth in the Island
of Palmas Arbitral Award of 1928. It provides that ‘Sovereignty in the
relations between States signifi d dence. Independence in regard
to a portion of the globe is the right to exercise therein, to the exclusion of
any other State, the functions of a State.’ 1

3. Itis the sovereignty that a State enjoys over territory that gives it the
right to control cyber infrastructure and cyber activities within its territory.
Accordingly, cyber infrastructure situated in the land territory, internal
waters, territorial sea (including its bed and subsoil), archipelagic waters,
or national airspace is subject to the sovereignty of the territorial State.”

4. Sovereignty implies that a State may control access to its territory
and generally enjoys, within the limits set by treaty and customary
international law, the exclusive right to exercise jurisdiction and author-
ity on its territory. Exceptions include the use of force pursuant to the
right of self-defence (Rule 13) and in accordance with actions authorized
or mandated by the United Nations Security Council (Rule 18).

5. A State’s sovercignty over cyber infrastructure within its territory has
two consequences. First, that cyber infrastructure is subject to legal and regula-
tory control by the State.> Second, the State’s territorial sovercignty protects
such cyber infrastructure. It does not matter whether it belongs to the govern-
ment or to private entities or individuals, nor do the purposes it serves matter.

6. A cyber operation by a State directed against cyber infrastructure
located in another State may violate the latter’s sovereignty. It certainly
does so if it causes damage. The International Group of Experts could
achieve no consensus as to whether the placement of malware that causes
no physical damage (as with malware used to monitor activities) consti-
tutes a violation of sovereignty.

! Island of Palmas (Neth. v. US) 2 RLA.A. 829, 838 (Perm. Ct. Arb. 1928).

On sovereignty over waters and airspace above waters, see Law of the Sea Convention, Art,
2; on sovereignty over airspace, scc Chicago Convention, Arts. 1-3, With regard to cyber
infrastructure in outer space, see Rules 3 and 4 and accompanying Commentary.

In the 1949 Corfu Channel case, Judge Alejandro Alvarez appended a separate opinion in
which he stated: ‘By sovereignty, we understand the whole body of rights and attributes
which a State possesses in its territory, to the exclusion of all other States, and also in its
relations with other Statcs. Sovereignty confers rights upon States and imposes obligations
upon them.’ Corfu Channel case at 43 (individual opinion of Judge Alvarez).
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7. If such cyber operations are intended to coerce the government
(and are not otherwise permitted under international law), the operation
may constitute a prohibited ‘intervention™ or a prohibited ‘use of force’
(Rules 10to 12). A cyber operation that qualifies as an ‘armed attack’ triggers
the right of individual or collective self-defence (Rule 13). Actions not
constituting an armed attack but that are nevertheless in violation of
international law may entitle the target State to resort to countermeasures
(Rule 9). Security Council-mandated or authorized actions under Chapter
VII of the United Nations Charter (Rule 18), including those involving cyber
operations, do not constitute a violation of the target State’s sovereignty.

8. A State may consent to cyber operations conducted from its terri-
tory or to remote cyber operations involving cyber infrastructure that is
located on its territory. Consider a case in which non-State actors are
engaged in unlawful cyber activities on State A’s territory. State A does not
have the technical ability to put an end to those activities and therefore
requests the assistance of State B. State B’s ensuing cyber operations on
State A’s territory would not be a violation of the latter’s sovereignty.
Consent may also be set forth in a standing treaty. For example, a basing
agreement may authorize a sending State’s military forces to conduct cyber
operations from or within the receiving State’s territory.

9. Customary or treaty law may restrict the exercise of sovereign rights
by the territorial State. For example, international law imposes restrictions
on interference with the activities of diplomatic premises and personnel.
Similarly, a State’s sovereignty in the territorial sea, archipelagic waters or
straits used for international navigation is limited under customary inter-
national law by the rights of innocent passage, archipelagic sea lanes
passage, and transit passage, respectively.5

10. Inthe cyber context, the principle of sovereignty allows a State to,
inter alia, restrict or protect (in part or in whole) access to the Internet,
without prejudice to applicable international law, such as human rights
or international telecommunications law. The fact that cyber infrastruc-
ture located in a given State’s territory is linked to the global telecommu-
nications network cannot be interpreted as a waiver of its sovereign
rights over that infrastructure.

11. A coastal State’s sovereignty over the seabed lying beneath its
territorial sea allows that State full control over the placement of any
submarine cables thereon. This is a critical right in light of the fact that

4 UN Charter, Art. 2(1).  * Law of the Sca Convention, Arts. 17-19, 37-8, 52, 53.
® Eg. the ITU Constitution.
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submarine cables currently carry the bulk of international Internet com-
munications. As to submarine cables beyond the territorial sea, Article
79(2) of the Convention on the Law of the Sea limits the extent to which a
coastal State may interfere with submarine cables on its continental shelf”

12.  Although States may not exercise sovereignty over cyberspace per
se, States may exercise their jurisdiction vis-g-vis cyber crimes and other
cyber activities pursuant to the bases of jurisdiction recognized in inter-
national law (Rule 2).%

13.  With regard to cyber infrastructure aboard sovercign immune
platforms, see Rule 4.

14. Traditionally, the notion of the violation of sovereignty was
limited to actions undertaken by, or attributable to, States. However,
there is an embryonic view proffered by some scholars that cyber
operations conducted by non-State actors may also violate a State’s
sovereignty (in particular the aspect of territorial integrity).

Rule 2 - Jurisdiction
Without prejudice to applicable international obligati a State may

exercise its jurisdiction:

(a) over p gaged in cyber activities on its territory;
(b) over cyber infrastructure located on its territory; and
{c) extraterritorially, in accord: with international law.

1. The term fjurisdiction’ encompasses the authority to prescribe,
enforce, and adjudicate. It extends to all matters, including those that
are civil, criminal, or administrative in nature. The various general bases
of jurisdiction are discussed below.

2. 'The principal basis for a State to exercise its jurisdiction is physical
or legal presence of a person (in personam) or object (in rem) on its
territory. For instance, pursuant to its in personam jurisdiction a State
may adopt laws and regulations governing the cyber activities of individ-
uals on its territory. It may also regulate the activities of privately owned
entities registered (or otherwise based as a matter of law) in its jurisdic-
tion but physically operating abroad, such as Internet service providers
(ISPs’). In rem jurisdiction would allow it to adopt laws governing the
operation of cyber infrastructure on its territory.

7 Law of the Sea Convention, Art. 79(2).
8 Sce, eg,, Council of Europe, C on Cybercrime, 23 November 2001, Eur. T.S. No. 185.
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3. It may be difficult to determine jurisdiction within cyberspace
because cloud or grid distributed systems can span national borders, as
can the replication and dynamic relocation of data and processing. This
makes it challenging at any particular time to determine where all of a
user’s data and processing reside since such data can be located in
multiple jurisdictions simultaneously. These technical challenges do not
deprive a State of its legal right to exercise jurisdiction over persons and
cyber infrastructure located on its territory.

4. With regard to jurisdiction based upon territoriality, it must be
noted that although individuals using information and communications
technology have a specific physical location, the location of mobile
devices can change during a computing session. For instance, a person
with 2 mobile computing device (e.g., a tablet or smartphone) can initiate
several database queries or updates for processing by a cloud-based
service. As those queries and updates take place, the user may move to
another location. Any State from which the individual has operated
enjoys jurisdiction because the individual, and the devices involved, were
located on its territory when so used.

5. Even with technology such as mobile cloud computing, the devices
from which the human user is initiating requests can be geo-located;
software services and applications may track the geo-coordinates of the
computing devices (e.g., Wi-Fi connection location or the device’s global
positioning system (GPS) location). It must be cautioned that it is
possible under certain circumstances for someone who does not wish
to be tracked to spoof the geo-coordinates advertised by his or her
computing device. It is also possible that user-location will not be made
available by the infrastructure or service provider, or by the application
or device itself. Actual physical presence is required, and sufficient, for
jurisdiction based on territoriality; spoofed presence does not suffice.

6. Territorial jurisdiction has given rise to two derivative forms of
jurisdiction.” Subjective territorial jurisdiction involves the application

® The European Court of Justice Attorney General has explained the doctrine as follows:
“Territoriality ... has given rise to two distinct principles of jurisdiction: (i) subjective
territoriality, which permits a State to deal with acts which originated within its territory,
even though they were completed abroad, (ii) objective territoriality, which, conversely,
permits a State to deal with acts which originated abroad but which were completed, at
least in part, within its own territory ... [from the principle of objective territoriality] is
derived the effects doctrine, which, in order to deal with the effects in question, confers
jurisdiction upon a State even if the conduct which produced them did not take place
within its territory.’ Opinion of Mr Advocate General Darmon, Joined Cases 89, 104, 114,
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of the law of the State exercising jurisdiction to an incident that is
initiated within its territory but completed elsewhere. It applies even if
the offending cyber activities have no effect within the State exercising
such jurisdiction. Objective territorial jurisdiction, by contrast, grants
jurisdiction over individuals to the State where the particular incident
has effects even though the act was initiated outside its territory.'’

7. Objective territorial jurisdiction is of particular relevance to cyber
operations. For example, in 2007, Estonia was targeted in cyber oper-
ations initiated at least partially from abroad. As to those acts which
violated Estonian law, Estonia would at a minimum have been entitled to
invoke jurisdiction over individuals, wherever located, who conducted
the operations. In particular, its jurisdiction would have been justified
because the operations had substantial effects on Estonian territory, such
as interference with the banking system and governmental functions.
Similarly, civilians involved in cyber operations against Georgia during
that State’s international armed conflict with the Russian Federation in
2008 would have been subject to Georgian jurisdiction on the basis of
significant interference with websites and disruption of cyber communi-
cations in violation of Georgian law."!

8. Other recognized bases for extraterritorial jurisdiction, albeit with
certain restrictions, include: (i) nationality of the perpetrator (active per-
sonality); (ii) nationality of the victim (passive personality); (iii) national
security threat to the State (protective principle); and (iv) violation of
a universal norm of international law, such as a war crime (universal
jurisdiction). For example, any significant cyber interference with a State’s
military defensive systems (e.g, air defence and early warning radars)
constitutes a threat to national security and accordingly is encompassed
by the protective principle.

9. In light of the variety of jurisdictional bases in international law,
two or more States often enjoy jurisdiction over the same person or object
in respect of the same event. Consider the case of a terrorist group that
launches a cyber operation from the territory of State A designed to cause
physical damage to State B’s electricity generation plants. The terrorists

116, 117 and 125-9, Ahistrém Osakeyhtic and Others v. Comm'n [In e Wood Pulp
Cartel], paras. 201, 1994 ECR 1100,

'® While the effects doctrine has reached a general level of acceptance, its exercise in a
number of situations has led to controversy. AMERICAN LaW INSTITUTE, THIRD RESTATE-
MENT OF FOREIGN RELATIONS Law § 402(1)(c) (1987).

" Civilians are not cntitled to combatant imnunity under the law of armed conflict and
therefore are fully susceptible to the traditional bases of jurisdiction dealt with here.
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employ a cyber weapon against the plant’s control systems, triggering an
explosion that injures workers. Members of the cell are from various
States. State A may claim jurisdiction on the basis that the operation
occurred there, State B enjoys jurisdiction based on passive personality
and objective territorial jurisdiction. Other States have jurisdiction on the
grounds of an attacker'’s nationality.

10. 'The phrase ‘without prejudice to applicable intemational obliga-
tions’ is included to recognize that, in certain circumstances, international
law may effectively limit the exercise of jurisdiction over certain persons or
objects on a State’s territory. Examples include i ity (e.g., ¢
and diplomatic immunity) and the grant of primary jurisdiction to one of
two States enjoying concurrent jurisdiction over a person or particular
offence (e.g., through the application of a Status of Forces Agreement).

Rule 3 - Jurisdiction of flag States and States of registration

Cyber infrastructure located on aircraft, ships, or other platforms in
international airspace, on the high seas, or in outer space is subject to
the jurisdiction of the flag State or State of registration.

1. The term ‘international airspace’ relates to the airspace above the
high seas.'? For the purposes of this Manual, the term ‘high seas’ denotes
all sea areas beyond the outer limit of the territorial sea of coastal States
and includes the exclusive economic zone,'* while ‘outer space’ refers to
the area above an altitude of approximately 100 km.'*

2. Onthe high seas, in international airspace, or in outer space, cyber
infrastructure will regularly be located on board such platforms as vessels,
offshore installations, aircraft, and satellites. For instance, modern com-
mercial large-tonnage ships are heavily dependent on shipboard cyber
infrastructure to control propulsion, navigation, and other on-board
systems and rely on land-based cyber systems for a variety of purposes,
such as remote mail e (ie, itoring, diagnostics, and repair),
weather reports, and navigation. An example of ship-to-ship and ship-to-
shore reliance on cyber infrastructure is the use of the Automatic

12 1 aw of the Sca C ion, Art. 2; US C ’s H para. 1.9.

13 Law of the Sea Convention, Art. 86; US CoMMANDER's HANDBOOK, para. 1.3.5. Although
the Law of the Sea Convention provides that the high scas begin at the outer limit of the
exclusive economic zone, as used in this Manual, the term includes the exclusive
economic zone (in light of its general international character with respect to sovereignty).

!4 See US CommanDER's HANDBOOK, para. 1.10; UK MANUAL, para. 12.13; AMW MaNUAL,
commentary accompanying Rule 1(a).
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Identification System, whereby ships broadcast their location and receive
position updates from other ships.

3. Jurisdiction (Rule 2) over the platforms on which cyber infrastruc-
ture is located is based upon the flag State principle in the case of ships'®
and on the State of registration for aircraft and space objects.'® With
regard to offshore installations, jurisdiction may follow from the coastal
State’s exclusive sovereign rights or from nationality.

4. 1t must be borne in mind that although objects and persons
aboard platforms are subject to the jurisdiction of the flag State or State
of registration, they may also be subject to the jurisdiction of other States.
Consider the example of an individual from State A who conducts cyber
operations from a ship registered in State B. State A and State B both
enjoy jurisdiction over the individual, the former based on active person-
ality, the latter on this Rule. Alternatively, consider a transponder that is
owned and operated by a company registered in State A, but located on a
satellite registered in State B. Both States enjoy concurrent jurisdiction
pursuant to this Rule.

5. The fact that a State other than the flag State or State of registra-
tion is technically capable of taking remote control of particular cyber
infrastructure has no bearing on enforcement jurisdiction. For example, a
State may not exercise jurisdiction over cyber infrastructure aboard a
commercial drone registered in another State that is operating in inter-
national ajrspace by taking control of that drone. This conclusion, of
course, assumes the absence of a specific international law basis for doing
so, such as exercise of coastal State enforcement authority over vessels
in the exclusive economic zone and contiguous zone.'”

13 “Ships shall sall under the flag of one State only and, save in exceptional cases cxpressly
provided for in international treaties or in this Convention, shall be subject to its
exclusive jurisdiction on the high seas.” Law of the Sca Convention, Art. 92(1).
Chicago Convention, Art. 17 (regarding aircraft); Convention on Registration of Objects
Launched into Outer Space, Art. IT, 14 January 1975, 1023 UN.TS. 15 (regarding space
objects). Note that Statc aircraft nced not be registered since the Chicago Convention
does not encompass them (Art. 3(a)). The mere fact that a satellite is launched into outer
space does not deprive the State of registry of jurisdiction over the satellite and its
activities. Outer Space Treaty, Art, VIIL
17 It might be asserted that Arts. 1V and IX of the Outer Space Treaty provide an additional
legal basis for the prohibition on cxercise of enforcement jurisdiction by States other than
the State of registration by barring interference with the actwities of other States in the
peaceful cxploration and use of outer space. However, these provisions are generally
interpreted as limited to interferonce that riscs to the lovel of a violation of Art. 2(4) of the
UN Charter.
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6. If an aircraft or satellite has not been registered in accordance
with applicable internationally recognized procedures, the nationality
thereof will be that of the respective owner. With regard to ownership
by corporations (juridical persons), it is a well-established rule of
public international law that nationality is determined by either the
place of incorporation ‘or from other various links including the
centre of administration’.'® During an international armed conflict,
the nationality of a corporation may also be determined by the
so-called ‘control test’.'®

7. Submarine cables located on the continental shelf may constitute
cyber infrastructure because data is transmitted through them. They are
governed by traditional rules of jurisdiction deriving from their owner-
ship, as well as by other aspects of international law, such as the Law of
the Sea Convention® and Article 54 of the Hague Regulations.

Rule 4 - Sovereign immunity and inviolability

Any interference by a State with cyber mfrastructurc aboard a plat-
form, wherever located, that enjoys ign i a
violation of sovereignty.

1. This Rule must be distinguished from Rule 3. The latter refers to
cyber infrastructure located aboard platforms on the high seas, in inter-
national airspace, or in outer space. This Rule applies ouly to those
platforms that enjoy sovereign immunity. Their location is irrelevant.

2. ‘Sovereign immunity provides that a sovereign platform or object,
and all objects or persons thereon, are immune from the exercise of
jurisdiction aboard that platform by another State. International law
clearly accords sovereign immunity to certain objects used for non-
commercial governmental purposes, regardless of their location.! It is
generally accepted that warships and ‘ships owned or operated by a State
and used only for government non-commercial service’ enjoy immunity

'8 JAN BROWNLIE, PRINCIPLES OF PUBLIC INTERNATIONAL Law 420 (7th ed. 2008).

' Corporations controlled by cnemy nationals, even though not incorporated (or other-
wise registered) in enemy territory, may be deemed to have enemy character if they are
under the actual control of a person or of persons residing, or carrying on business, in
enemy territory. See, e.g., Damler Co. Ltd v. Continental Tyre and Rubber Co. [1916] 2
AC. 307 (Eng)).

2 Law of the Sea Convention, Arts. 86, 87(1)(c).

2 Note that the present Manual docs not deal with diplomatic immunity or with the
immunity of government officials.
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from the jurisdiction of any State other than the flag State” Further,
State aircraft enjoy sovereign immunity.>® The International Group of
Experts agreed that space objects operated for non-commercial govern-
mental purposes also have sovereign immunity.*

3. In order to enjoy sovereign immunity and inviolability, the cyber
infrastructure aboard the platform in question must be devoted exclu-
sively to government purposes. For example, government institutions
that operate as market participants vis-d-vis the Internet cannot claim
that the cyber infrastructure involved enjoys sovereign immunity,
because that infrastructure does not serve exclusively governmental pur-
poses. Likewise, a satellite used for both governmental and commercial
purposcs will lack suverelgn immunity. Some satellites have multiple

ponders, each exclusively dedicated to a different user. If some of
them are used for commercial purposes, the satellite will not have sover-
eign immunity. The Intemational Group of Experts agreed that a satellite
owned or operated by a consortium of States does not have sovereign
immunity uuless used for strictly non-commercial purposes. In such a
case, it is arguable that the satellite would be covered by the joint sovereign
immunity of the States and would thus enjoy a form of cumulative
sovereign immunity.

4. Sovereign immunity entails inviolabllity; any interference with an
object enjoying sovereign immunity constitutes a violation of inter-
national law.2> Interference includes, but is not limited to, activities that
damage the object or significantly impair its operation. For instance, a
denial of service attack against a State’s military satellite would constitute
a violation of its sovereign immunity. Similarly, taking control of the
object would violate sovereign immunity. This was the case with regard
to a 2007 incident involving the takeover and reprogramming of a British
military communications satellite.

5. Despite enjoying sovereign immunity, sovereign platforms and
structures must comply with the rules and principles of international

&

Law of the Sca Convention, Arts. 95, 96; US COMMANDER'S HANDBOOK, para. 2.1.

UK ManuaL, para. 12, 6. I AMW MaNvAL, commentary acccmpanymg Rule 1{cc).

2 See C on ities, Art. 3(3) (ack dging the sovereign
immunity of space objects).

See, e.g., Owners of the Jessie, the Thomas F. Bayard, and the Pescawha (UK v. US), 6 Rl
A.A. 57 (1926) (Anglo American Claims Commission 1921); Player Larga (Owners of
Cargo Lately Laden on Board) Appellants v. I Congreso del Partido (Owners) Respondents,
Marble Islands (Owners of Cargo Lately Laden on Board} Appellants v. same Respondents,
1 Congreso del Partido [1983] 1 AC. 244 (HL).
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law, such as the obligation to respect the sovereignty of other States. For
instance, a military aircraft non-consensually entering the national air-
space of another State to conduct cyber operations can, despite its
sovereign status, trigger the State’s right to take necessary measures
against the intruding aircraft, including, in certain circumstances, the
use of force. The same would be true of a warship that conducts cyber
activities in a nation’s territorial sea. If the activities are inconsistent with
the innocent passage regime, the coastal nation may take enforcement
steps to prevent the non-innocent passage, despite the warship’s sover-
eign immunity.”® In both cases, the platforms retain their sovereign
immunity, but that immunity does not prevent the other States from
taking those actions which are lawful, appropriate, and necessary in the
circumstances to safeguard their legally recognized interests.

6. While there is no treaty rule explicitly according sovereign immun-
ity to any objects used for non-commercial governmental purposes, it is of
importance that according to Article 5 of the Convention on Jurisdic-
tional Immunity a State enjoys immunity from the jurisdiction of the
courts of another State with regard to its property.”” It could be suggested
that this provision, as well as the points made in the previous paragraph,
evidence a general principle of public international law by which objects
owned or used by a State for non-commercial governmental purposes
are covered by the State’s sovereignty. Accordingly, they are subject to that
State’s exclusive jurisdiction even if located outside its territory. The
International Group of Experts could achieve no consensus on this point.

7. In times of international armed conflict, the principles of sover-
eign immunity and inviolability cease to apply in relations between the
parties to the conflict (subject to any specific rule of international law to
the contrary, such as Article 45 of the Vienna Convention on Diplomatic
Relations). Objects enjoying sovereign immunity and inviolability may be
destroyed if they qualify as military objectives (Rule 38), or may be seized
as booty of war by the respective enemy armed forces?® It should be
noted that governmental cyber infrastructure of neutral States may
qualify as a military objective in certain circumstances (Rule 91).

8. Locations and objects may enjoy special protection affording in-
violability by virtue of bilateral or multilateral agreements, such as Status
of Forces Agreements. It must be borne in mind that diplomatic archives

% Law of the Sea Convention, Arts. 19, 25(1), 32.
7 ion on Jurisdictional ities, Art. 5.
2 AMW Manuat, Rule 136(a) and accompanying commentary.
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and means of communication enjoy special protection under the Vienna
Convention on Diplomatic Relations.”® Such protection applies at all
times, including periods of armed conflict (Rule 84).

Rule 5 - Control of cyber infrastructure

A State shall not knowingly allow the cyber infrastructure located in
its territory or under its exclusive governmental control to be used for
acts that adversely and unlawfully affect other States.

1. This Rule establishes a standard of behaviour for States in relation
to two categories of cyber infrastructure: (i) any cyber infrastructure
(governmental or not in nature) located on their territory; and (if) cyber
infrastructure located elsewhere but over which the State in question has
either de jure or de facto exclusive control. It applies irrespective of the
attributability of the acts in question to a State (Rules 6 and 7).

2. The principle of sovereign equality entails an obligation of all
States to respect the territorial sovereignty of other States. As the Inter-
national Court of Justice held in the Nicaragua judgment, ‘Between
independent States, respect for territorial sovereignty is an essential
foundation of international relations.*

3. The obligation to respect the sovereignty of another State, as noted
in the International Court of Justice’s Corfu Channel judgment, implies
that a State may not ‘allow knowingly its territory to be used for acts
contrary to the rights of other States’>! Accordingly, States are required
under_international law to take appropriate steps to protect those
rights.*? This obligation applies not only to criminal acts harmful to
other States, but also, for example, to activities that inflict serious
damage, or have the potential to inflict such damage, on persons and
objects protected by the territorial sovereignty of the target State.*®

# Vienna Convention on Diplomatic Relations, Arts. 24, 27.

* Nicaragua judgment, para. 202. ' Corfu Channel case at 22.
Tehran Hostages case, paras. 67-8.

% In the Trail Smelter case, the Tribunal, citing the Federal Court of Switzerland, noted:
“This right (sovereignty) excludes ... not only the usurpation and exercise of sovereign
rights ... but also an actual encroachment which might prejudice the natural use of the
territory and the free movement of its inhabitants.” Trail Smelter case (US v. Can.), 3R.L
A.A. 1905, 1963 (1941). According to the Tribunal, "under the principles of international
law ... no State has the right to use or permit the use of its territory in such a manner as to
cause injury ... in or to the territory of another or the propertics or persons thercin, when
the case is of serious consequence ... Trail Smelter case at 1965,
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4. These requirements are complicated by the nature of harmful cyber
acts, especially time and space compression, and their oft precedented
character. There may be circumstances in which it is not feasible for a State
to prevent injury to another State. For example, State A may know that
a harmful cyber attack is being prepared and will be launched from
its territory against State B. However, because it has not identified the
attack’s exact signature and timing, the only effective option may be to
isolate the network that will be used in the attack from the Internet. Doing
so will often result in a “self-denial’ of service to State A. The nature, scale,
and scope of the (potential) harm to both States must be assessed to
determine whether this remedial measure is required. The test in such
circ €s is one of bl

5. As to scope of application, this Rule covers all acts that are
unlawful and that have detrimental effects on another State (whether
those effects occur on another State’s territory or on objects protected
under international law). The term ‘wulawful’ is used in this Rule to
denote an activity that is contrary to the legal rights of the affected State.
The International Group of Experts deliberately chose not to limit the
prohibition to narrower pts, such as use of force (Rule 11) or armed
attack (Rule 13), in order to emphasize that the prohibition extends to
all cyber activities from one State’s territory that affect the rights of
other States and have detrimental effects on another State’s territory.
In particular, there is no requirement that the cyber operation in question
result in physical damage to objects or injuries to individuals; it need ouly
produce a negative effect.

6. The Rule addresses a situation in which the relevant acts are
underway. For instance, a State that allows cyber infrastructure on its
territory to be used by a terrorist group to undertake an attack against
another State would be in violation of this Rule, as would a State that,
upon notification by another State that this activity is being carried out,
fails to take reasonably feasible measures to terminate the conduct.

7. The International Group of Experts could not agree whether
situations in which the relevant acts are merely prospective are covered
by this Rule. Some of the Experts took the position that States must take
reasonable measures to prevent them. Others suggested that no duty of
prevention exists, particularly not in the cyber context given the difficulty
of mounting comprehensive and effective defences against all possible
threats.

8. This Rule also applies with regard to acts contrary to international
law launched from cyber infrastructure that is under the exclusive control
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of a government. It refers to situations where the infrastructure is located
outside the respective State’s territory, but that State nevertheless exer-
cises exclusive control over it. Examples include a military installation
in a foreign country subject to exclusive sending State control pursuant
to a basing agreement, sovereign platforms on the high seas or in
international airspace, or diplomatic premises.

9. This Rule applies if the relevant remedial cyber operations can be
undertaken by State organs or by individuals under State control. The
International Group of Experts also agreed that if a remedial action could
ouly be performed by a private entity, such as a private Internet service
providet, the State would be obliged to use all means at its disposal to
require that entity to take the action necessary to terminate the activity.

10. This Rule applies if the State has actual knowledge of the acts in
question. A State will be regarded as having actual knowledge if, for
example, State organs such as its intelligence agencies have detected a
cyber attack originating from its territory or if the State has received
credible information (perhaps from the victim State) that a cyber attack
is underway from its territory,

11. The International Group of Experts could not achieve consensus
as to whether this Rule also applies if the respective State has only con-
structive (‘should have known’) knowledge. In other words, it is unclear
whether a State violates this Rule if it fails to use due care in policing
cyber activities on its territory and is therefore unaware of the acts in
question. Even if constructive knowledge suffices, the threshold of due
care is uncertain in the cyber context because of such factors as the
difficulty of attribution, the challenges of correlating separate sets of
events as part of a coordinated and distributed attack on one or more
targets, and the ease with which deception can be mounted through cyber
infrastructure.

12.  Nor could the International Group of Experts achieve consensus
as to whether this Rule applies to States through which cyber operations
are routed. Some Experts took the position that to the extent that a State
of transit knows of an offending operation and has the ability to put an
end to it, the State must do so. These Experts took notice, however, of the
unique routing processes of cyber transmissions. For instance, should a
transmission be blocked at one node of a network, it will usually be
rerouted along a different ission path, often through a different
State. In such a case, these Experts agreed that the State of transit has no
obligation to act, because doing so would have no meaningful effect on
the outcome of the operation. Other Experts took the position that the
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Rule applied ouly to the territory of the State from which the operation is
launched or to territory under its exclusive control. They either argued
that the legal principle did not extend to other territory in abstracto or
justified their view on the basis of the unique difficulties of applying the
Rule in the cyber context.

13. If a State fails to take appropriate steps in accordance with this
Rule, the victim State may be entitled to respond to that violation of
internatjonal law by resorting to proportionate responses. These may
include, where appropriate in the circumstances, countermeasures
(Rule 9) or the use of force in self-defence (Rule 13).

14.  With regard to such situations during an international armed
conflict, see Rule 94.

SECTION 2: STATE RESPONSIBILITY

Rule 6 - Legal responsibility of States

A State bears international legal responsibility for a cyber operation
attributable to it and which constitutes a breach of an international
obligation.

1. This Rule is based on the customary international law of State
responsibility, which is largely reflected in the International Law Com-
mission’s Articles on State Responsibility. It must be noted, however, that
the law of armed conflict contains a number of specific rules on State
responsibility for violation thereof. In particular, Articles 3 of Hague
Convention IV and 91 of Additional Protocol I provide for compensation
in the case of a violation of certain rules of the law of armed conflict.>*

2. Itisa quintessential principle of international law that States bear
responsibility for an act when: (i) the act in question is attributable to the
State under international law; and (ii} it constitutes a breach of an
international legal obligation applicable to that State (whether by treaty
or customary international law).”* Such a breach can consist of either an
act or omission.>®

3. In the realm of cyberspace, an internationaily wrongful act can
consist, inter alia, of a violation of the United Nations Charter (e.g, a
use of force committed through cyber means, Rule 10} or a violation of a
law of armed conflict obligation (e.g., a cyber attack against civilian

M See also ICRC Customary IHL Stupy, Rules 149, 150.
3 Articles on State Responsibility, Arts. 1-2. % Articles on State Responsibility, Art. 2
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objects, Rule 37) attributable to the State in question. A breach of
peacetime rules not involving conflict (e.g., a violation of the law of
the sea or the non-intervention principle) also constitutes an inter-
nationally wrongful act. As an example, a warship of one State is
prohibited from conducting cyber operations that are adverse to the
coastal nation’s interests while in innocent passage.”’

4. The law of State responsibility extends only to an act, or failure to
act, that violates international law. In other words, an act committed by a
State’s organ, or otherwise attributable to it, can ouly amount to an
‘internationally wrongful act’ if it is contrary to international law.”® The
law of State responsibility is not implicated when States engage in other
acts that are either permitted or unregulated by international law.*
For instance, international law does not address espionage per se. Thus, a
State’s responsibility for an act of cyber espionage conducted by an organ
of the State in cyberspace is not be engaged as a matter of international
law unless particular aspects of the espionage violate specific international
legal prohibitions (as in the case of cyber espionage involving diplomatic
communications, Rule 84).

5. The causation of damage is not a precondition to the characteri-
zation of a cyber operation as an internationally wrongful act under the
law of State responsibility.* However, the rule in question may include
damage as an al el In such cases, damage is a conditio sine
qua non of the attachment of State responsibility. For instance, under a

ry rule of international law, States are prohibited from inflicting
significant damage on another State through activities on their own
territory (Rule 5). In the absence of such damage, no responsibility
attaches uuless another rule not contai an el t of damage has
been violated.

6. Inaddition to being internationally wrongful, an act must be attribut-
able to a State to fall within the ambit of this Rule. All acts or omissions
of organs of a State are automatically and necessarily attributable to that
state.!! The concept of ‘organs of a State’ in the law of State responsibility
is broad. Every person or entity that has that status under the State’s

7 Law of the Sca Convention, Art. 19,

* This is a stringent requirement since, as formulated by the ICJ. it is entirely possible for a
particular act ... not to be in violation of international law without necessarily constitu-
ting the exercise of a right conferred by it'. Kosovo Advisory Opinion, para. 56.

Kosovo Advisory Opinion, para. 81; Lotus case at 18.

Articles on Statc R y ing Art. 2.

Articles on State Responsibility, Art. 4(1).

39
40
4
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internal legislation will be an organ of the State regardless of their function
or place in the governmental hierarchy.*> Any cyber activity under-
taken by the intelligence, military, internal security, customs, or other
State agencies will engage State responsibility under international law
if it violates an international legal obligation applicable to that State.

7. It does not matter whether the organ in question acted in compli-
ance with, beyond, or without any instructions. When committed by an
organ of the State, and provided that organ is acting in an apparently
official capacity,” even so-called ultra vires acts trigger a State’s inter-
natjonal legal responsibility if they breach international obligations.*

8. For the purposes of the law of State responsibility, persons or
entities that, while not organs of that State, are specifically empowered by
its domestic Jaw to exercise ‘governmental authority’ are equated to State
organs.”> When acting in such a capacity, their actions, as with State
organs, are attributable to that State. Examples include a private
corporation that has been granted the authority by the government to
conduct offensive computer network operations against another State,
as well as a private entity empowered to engage in cyber intelligence
gathering. It is important to emphasize that State responsibility is
ouly engaged when the entity in question is exercising elements of
governmental authority. For example, States might have legislation
authorizing private sector Computer Emergency Response Teams
(CERTS) to conduct cyber defence of governmental networks. While
so acting, their activities automatically engage the responsibility of
their sponsoring State. However, there are no State responsibility
implications when a private sector CERT is performing information
security services for private companies.

2 Articles on State Responsibility, Art. 4(2).

“ Articles on State Responsibility, para. 13 of commentary accompanying Art. 4: "A
particular problem is to determine whether a person who is a State organ acts in that
capacity. It is irrelcvant for this purpose that the person concerned may have had ulterior
or improper motives or may be abusing public power. Where such a person acts in an
apparently official capacity, or under colour of authority, the actions in question will be
attributable to the State. The distinction between unauthorized conduct of a State organ
and purely private conduct has been clearly drawn in international arbitral decisions ..
The case of purely private conduct should not be confused with that of an organ
functioning as such but acting ultra vires or in breach of the rules governing its operation.
In this latter case. the organ is nevertheless acting in the name of the State.”

# Articles on State Rcsponslblllty, Art. 7.
45 Articles on State Responsibility, Art. 5, and i y.





















































































































































































































































































































































































































































































































































































































































































































































































